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2 Methods of Reviewing Digitally Signed/Sealed Documents.

Method 1: Manual review of individual documents*.

* Requires only a one-time configuration of Adobe to trust
Notarius issued digital signatures (all 19000 subscribers). See
Adobe configuration document. Free Validation Service.

Sample document

@ This file claims compliance with the PDF/A standard and has been opened read-only to prevent modification. Enable Editing
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Sample document: click on “ icon.

@ This file claims compliance with the PDF/A standard and has been opened read-only to prevent modification. Enable Editing
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Sample document: View signature ‘ & panel.

O This file claims compliance with the PDF/A standard and has been opened read-only to prevent modification.

Signatures [« []
ksl Validate All
| % Rev. 1: Signed by Marc St-Jacques -- Notarius <marc.stjacques@notarius

Signature is valid:

Document has not been modified since this signature was applied

The signature includes an embedded timestamp.

Signature is LTV enabled  Certificate Viewer *

Signature Details This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond
to the selected entry.
Reason: | approve

. . E! Show all cestification paths fownd
Certificate Details...
Last Checked: 2018.06.14

Field: Signature1 on page 1

Notarius Certificate Authori  qummary  Details  Revocation Trust  Policies  Leqal Notice
Marc St-Jacques -~ Motari

210

R eIGIE S N

Cemficate data:

Mame Value A~
B3 Version 3
SHAZS6 RSA

Click to view this version

Signature algonthm
g 0.1.1
Issuer cn=Notarius Certificate Author

- ]

B3 Serial number 37 DE AB 8A 00 00 00 00 549253 01
Validity starts 20170202 14:43:16 -04'00°

B vahdity ends 2019/02/02 151306 -04'00°

8 Sy ihiaet b idantifi_ caa datailss

10.9.2342.19200300.100.1.1 =marc.stiscquesEnatariuz.com
len=Mare 5t-Jacques -- Motarius

lou=Solutians Netarius

ki=Centifios - Empl. - AATL

w=CA

< >
@ The selected certificate path is valid
The path validation and revocation checks were dane as of the secure [timestamp] time:

2018/06/18 13:41:51 -04'00°
Validation Model: Shell

Enable Editing

Signed by the current user —

M notarius

Seal/Sigrature
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Method 2: Validate using ConsignO Desktop (Free unlimited
installation with one paid subscription of CertifiO)

Save time: right-click to access Ooen e e et

the most commonly used Comig-2 vt A
y Open with Cansigndl - 2. Apply temglbat
B i e sl 000 Shomwih Gorsigril - 4. Stamp..
functions from your desktop P | o3 sen.
Consign - 6. Revenl PDF/A docume: TS,
Cut Consignd - 7. Revenl signed documents..
With just two clicks, you can select files in Windows Explorer and ~ Pe= Conslgr0 - 8. Creas: v porciola- |
execute a ConsignO Desktop function like PDF/A conversion, — Ceaesenar
signature, signature validation ormerge.  dewme
Properties
B ' ConsignO Desktop =

Signature Validation Results

@ A Contract pdf a.pdf The document is digitally signed. ~
@ A Cantract signed pdf The document is digitally signed.

A Cantract with 2 signatures and date pdf The document is not digitally signed.
& A Contract- 1 page modified pdf The document is digitally signed and all signatures are valid, but with unsigned changes after the last signature.

ith unsigned changes after the last signature.

@ A Contract pdf a.pdf
® A Contract signed.pdf
A Contract with 2 signatures and date.pdf

4 A Contract- 1 page modified.pdf

ems.

A Drawing - 3.pdf The document is not digitally signed.

. . . - . . . . . . v
2 A Drawina - 4 cifanad adnha nef Tha Anriimant ic dinitalle cinned and all cianatirac ara walid hor with nncinnad channac afrar tha lact cinnatire

Find Out More

notarius.com | 1-888-588-0011 | info@notarius.com

*This document has been digitally signed. Please verify with Adobe Reader or ConsignO Cloud.
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How to configure .
Adobe Acrobat (Windows/Mac) @ notarius

TO VALIDATE SIGNATURES

Open a signed document e ”
I
STEP 1 in Adobe 9128 Select “Signature tab

jm o o
& ® 88 Q T A ®O@ ex-  KRBEATP O2

,/ & Atleast one signature has problems. R s —
s o s  —
¢ < oM J—

& REPORT

W notarius @ Signatures

@ =] vaidatean

REPORT

] S
& s &y M=Mwum@4ﬁmn0nmh-wn> | \I:...ll A

Go to “Signature Details section”,

Expand signature
STEP 3 p. . & o SIS 208 expand section and click on
section “Rev 1:...

“Certificate Details”

® 88 aq " n KB OO - RBBT O~ 268 8 Q i AOO0 em - KEBBT O2

& >4 E— REPORT REPORT

@ IF]v Validate All \ i S 3
Ei» P ——— s P

N ailli.al ‘ Signature Details

Certificate Details...
&y

A\

On the left-hand side,

J I3 20 select “CENTRE DE CERTIFICATION 32 Selecttab “Trust”

DU QUEBEC”

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
ccccc pond to the selected entry.

Show all certification paths found

+  CENTRE RTIFIC Summary  Details Revocation %Po\icies Legal Notice

Julien Gil <julien.gilc

- CENTRE DE CERTIFICA Details  Rev vocation -y
| CENTRE DE CERTIFICATION|
{\) L T] CENTRE

document t

sssss & Execute high privil
certified docum

(CENTRE OE CERTIFICATION DU QUEBEC.

ilege JavaScripts that are embedded in a






In Trust Settings, - ‘L OV
When prompted, click “OK
STEP 7 click “Add to Trusted Certificates” STEP 8 P P I

Home  Tods | Amepen 1 pegn.. @ sen
&8 8 Qq D My 2
o Ko ey
[ I i } o]
o Sowes
& B wen s notarus

B2 < 4, P 1:8oned by ten 8 usenhon

Trusting certificates directly from a
document is usually unwise. Are you sure
you want to do this?

el RN

Add to Trusted Certificates...
D)

Select option “Use this
SN certificate as a trusted root” 1148 Close and re-open Adobe

and “Certified documents”

@ sionin Home  Tools. AReport 1 page... x @ sgnin
L—‘
s notarius

a ORT
. b "‘ T
”?’ chemﬁt performed on or above a trust an, —'o

Use this certificate as a trusted root

If signature validation succeeds, trust this certifica ‘ e

v Signed documents or data _‘

Certified documents

\Dynamic content

Embedded high privilege JavaScript

" Privileged system operations (networklrgj

Your software is now configured to verify the validit
STEP 11 5 y y

of digital signatures issued by Notarius.

Iy For more information @ notarius

* notarius.com | 1888588-0011 | info@notarius.com Digial ransformation.

Legally reliable documents.
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